
DATA SHEET
Veeam Cloud Connect with deletion 

protection

ImmutableVEEAM@MOUNT10 is based on Veeam Cloud Connect. MOUNT10 ensures that data history of 7 or 30 days is always available 
and cannot be deleted or tampered with. 

Veeam Backup & Replication transfers the data automatically and pre-encrypted to SWISS FORT KNOX in a defined cycle.

This is ImmutableVEEAM@MOUNT10

A reserved volume is available to the 
customer. Depending on the situation, 
around 3 to 5 times the space of the 
original amount of data is required for 
deletion protection.

Due to the deletion protection, cyber 
criminals cannot delete or manipulate 
data history of the last 7 or 30 days. This 
paves the way back to normality.

7- or 30-days deletion protection

Rescue after ransomware attacks

The data is stored in encrypted form in 
the most secure data centre in Europe. 
The data is stored exclusively in Switzer-
land.

The data undergoes AES 256-bit encryp-
tion locally on the customer‘s infra-
structure before being transferred. This 
means only the customer has access to 
the data.

SWISS FORT KNOX

End-to-end encryption

Functions and advantages

MOUNT10 checks the backup process 
daily and proactively creates logs in case 
of any anomalies. The SOC is always 
happy to answer questions 24/7.

The encryption key is used to encrypt 
the data. This way, only the owner of the 
key can access the data. If lost, the data 
cannot be recovered.

Service Operation Center (SOC)

Encryption Key

More information about our products can be found on our website: www.mount10.ch




